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“It’s always worked.”  On a plant floor, that sentence can be the sound of 
risk that no one has looked at in a long time.

Most plants are running the system as it was commissioned, plus a 
decade of small changes nobody mapped: a controller that was never 
patched because the line couldn’t go down, a temporary remote-access 
path that became permanent, a workaround an operator built to get 
through a bad shift, a new sensor package bolted onto a network that 
wasn’t designed to carry it. 

Each change made sense on its own. Together, they’ve quietly rewritten 
what’s actually on your floor, how it’s connected, and where it’s exposed.

A practical guide to seeing your plant the way an 
attacker would — and closing the gaps first — 
without disrupting production.

THE MOST EXPENSIVE SENTENCE IN MANUFACTURING Why does it matter? Two things have changed the stakes:

1) OT is now a primary target, not a side door. Manufacturing 
has become one of the most-attacked industries, and 
attackers have shifted from disrupting data to disrupting 
physical operations.

2) AI has lowered the barrier to entry. The skill, time, and 
budget once required to map a target, craft a convincing 
intrusion, or adapt a known exploit are all dropping. It’s 
resulting in more capable adversaries, against targets that 
haven’t changed their posture in years. 

This guide is about practical steps to close that gap. 



What it looks like 
on the floor

Why it persists What it hides What visibility reveals

Quietly expanded 
connectivity

Sensors, cloud dashboards, and 
IIoT devices added piecemeal over 
years

Each addition delivered value; none 
triggered an architecture review

New attack surface on networks 
never designed to carry it; devices 
with weak or unknown security

An accurate map of what's 
connected to what — including 
paths no one remembers creating

Flat or under-segmented 
networks

OT and IT sharing the same 
network space; little isolation 
between zones

Segmentation is hard to retrofit and 
easy to defer

Free lateral movement — one 
compromised device reaches the 
whole environment

Where a breach would actually 
spread, and where segmentation 
would contain it

Standing 3rd party remote 
access

Vendor maintenance links and 
remote-support tunnels left open 
between service calls

Convenient, and "we trust the 
vendor"

Access paths outside your control 
or monitoring — a common initial 
foothold

Every external connection into 
the environment, who owns it, and 
whether it should still exist

Stale or missing asset 
inventory

Drawings that no longer match 
reality; "the guy who knew it retired"

Documentation is the first thing 
to fall behind under production 
pressure

The fundamental gap: you can't 
protect, monitor, or recover what 
you can't list

A defensible, current inventory — 
make, model, firmware, function, 
and connectivity

Where OT risk lives on a plant floor
Common patterns that build exposure. If you can see it, you can priortize it. 

The visibility gap, in one number. Only 5% of organizations reported centralized visibility into 
all their OT activity — meaning the overwhelming majority are defending an environment they 
can’t fully see. 

Source: 2024 State of OT and Cybersecurity, Fortinet

Manufacturing ranks among the most attacked industries. Manufacturing accounted for 27.7% 
of cybersecurity incidents in 2025, the fifth consecutive year it was the most-targeted industry.

Source: 2026 X-Force Threat Intelligence Index, IBM

Average dwell time for ransomware in OT environments is 42 days. Attackers operate 
undetected inside systems that control physical processes. Organizations with comprehensive 
OT visibility cut that to an average of five days.

Source: Dragos 2026 OT/ICS Cybersecurity Year in Review

More than one in five organizations (22%) experienced a cybersecurity incident in the past 
year. Of those incidents, 40% disrupted operations and nearly one in five took more than a 
month to remediate. 

Source: SANS 2025 State of ICS/OT Security Survey

How OT risk is impacting the industry



See it before they do: a 
production-safe roadmap

PHASE 1

Map it
PHASE 2

Assess
PHASE 3

Prioritize
PHASE 4

Strengthen

WHAT
Map your OT networks and assets (ICS, 
PLC, SCADA, sensors) using existing 
drawings, configuration data, and 
stakeholder interviews. No intrusive 
scanning required. Establish a defensible 
baseline of current-state architecture 
and how systems are actually connected.

WHY
This is the foundation everything else 
depends on, and it’s achievable without 
touching live operations. Most plants 
discover their real environment differs 
meaningfully from the documented one 
in this phase alone.

OUTPUT
A current, defensible inventory and 
architecture baseline. 

WHAT
Evaluate your OT cybersecurity 
controls — access, authentication, 
privilege management, monitoring and 
detection (firewalls, IDS/IPS, SIEM), and 
available log data — to surface real-
world exposure points. Review security 
policies, incident response, and disaster-
recovery readiness for their impact on 
uptime and safety.

WHY
A baseline tells you what you have; this 
tells you where you’re actually exposed 
and how a disruption would propagate. 

OUTPUT
A clear picture of exposure mapped to 
operational consequence.

WHAT
Rank findings by their effect on uptime 
and safety — not by a generic severity 
score. Translate cybersecurity exposure 
into operational terms leadership can act 
on and fund. 

WHY
A list of every vulnerability is paralyzing. 
A short, defensible list of what matters 
most is a decision you can take to a 
budget meeting and an inspection. 

OUTPUT
A prioritized, defensible roadmap: 
current state → target state → 
implementation.

WHAT
Execute remediation and modernization 
in phases, sequenced with planned 
maintenance, capital cycles, and 
shutdowns rather than as standalone 
projects. Close the gaps that most 
directly threaten uptime first.

WHY
Resilience that survives is resilience that 
fits how the plant already runs.

OUTPUT
Measurable risk reduction, aligned with 
operations and budget.

Where this can break down.  The process fails when visibility is treated as a one-time project, assessments put uptime at 
risk, findings come back as a long list of vulnerabilities instead of a ranked plan, or the work is pushed so late in planning 
that flexibility and budget have already narrowed.

What works. Plants that get this right treat visibility as a standing capability, keeping the baseline current as the floor 
changes. They scope assessments to protect production first, and demand findings ranked by impact on uptime and 
safety — a short list of what to do first, not everything that could go wrong. And they start early, sequencing work into 
maintenance and capital cycles where it costs less.



We work where operational technology meets plant operations. Our team 
understands ICS, PLC, and SCADA environments, process operations, and the 
realities of a running plant, so we identify risks pure-IT firms miss and recommend 
solutions that protect uptime. 
 
Reach out for an OT Operational Resilience Audit. We map your environment 
and set a defensible baseline without intrusive scanning, surface exposure 
across access, monitoring, detection, and recovery, and find the resilience and 
modernization gaps that quietly threaten uptime.

The result: a clear answer to what you 
have, where you’re exposed, and what 
to do next. Ranked by operational 
impact. 

Why Salas O’Brien for 
OT resillience?

Knowing you have a visibility gap is the easy part. The hard part — where most efforts 
stall — is closing it without disrupting production, and turning what you find into a plan that 
engineering, maintenance, and leadership will actually back.

Salas O’Brien can help you get 
there.

Reach out to us: cyberOT@salasobrien.com


